Abstract -Watermarking, which belong to the information hiding field, has seen a lot of research interest recently. There is a lot of work begin conducted in different branches in this field. Steganography is used for secret conmunication, whereas watermarking is used for content protection, copyright management, content authentication and tamper detection. In this paper we present a detailed survey of existing and newly proposed steganographic and watenmarking techniques. We classify the techniques based on different domains in which data is embedded. Here we limit the survey to images only.
L. INTRODUCTION
Watermarking is a branch of information hiding which is used to hide proprietary information in digital media like photographs, digital music, or digital video. The ease with which digital content can be exchanged over the Internet has created copyright infringement issues. Copyrighted material can be easily exchanged over peer-to-peer networks, and this has caused major concerns to those content providers who produce these digital contents. In order to protect the interest of the content providers, these digital contents can be watermarked. In this paper we provide a survey of the latest techniques that are employed to watermark images. Image watermarking techniques can be applied to digital videos as well. However, in this paper we limit our self to the image domain. The paper is organized in the following sections. In Section II we describe digital watermarking process. In Section III we identify the main requirements of image watermarking. In Section IV we discuss the main application of watermarking. In Section V we provide a detailed survey of image watermarking techniques. We conclude this paper in section VI where we give some guidelines on developing robust watermarking algorithms.
II. DIGITAL WATERMARKING TECHNIQUE
The process of embedding a watermark in a multimedia objectl is termed as watermarking. Watermark can be considered as a kind of a signature that reveals the owner of the multimedia object. Content providers want to embed watermarks in their multimedia objects (digital content) for several reasons like copyright protection, content authentication, tamper detection etc. A watermarking algorithm embeds a visible or invisible watermark in a given multime-dia object. The embedding process is guided by use of a secret key which decided the locations within the multimedia object (image) where the watermark would be embedded. Once the watermark is embedded it can experience several attacks because the multimedia object can be digitally processed. The attacks can be unintentional (in case of images, low pass filtering or gamma correction or compression) or intentional (like cropping). Hence the watermark has to be very robust against all these possible attacks. When the owner wants to check the watermarks in the possibly attacked and distorted multimedia object, s/he relies on the secret key that was used to embed the watermark. Using the secret key, the embedded watermark sequence can be extracted. This extracted watermark may or may not resemble the original watermark because the object might have been attacked. Hence to validate the existence of watermark, either the original object is used to compare and find out the watermark signal (non-blind watermarking) or a correlation measure is used to detect the strength of the watermark signal from the extracted watermark (blind waternarking). In the correlation based detection the original watermark sequence is compared with the extracted watermark sequence and a statistical correlation test is used to determine the existence of the watermark. watermarking. They are transparency, robustness, and sibility of tampering and hence can be effectively used in capacity.
archiving systems.
A. Within the field of watermarking, image watermarking has attracted a lot of attention in the research community for two reasons. Firstly, because of its ready availability, and secondly because it carriers enough redundant information that could be used to embed watermarks.
Images can be represented in spatial domain and transform domain.
The transform domain image is represented in terms of its frequencies; however, in spatial domain it is represented by pixels. In simple terms transform domain means the image is segmented into multiple frequency bands. To transfer an image to its frequency representation we can use several reversible transform like Discrete Cosine Transform (DCT), Discrete Wavelet Transform (DWT), or Discrete Fourier Transform (DF). Each of these transforms has its own characteristics and represents the image in different ways.
Watermarks can be embedded within images by modifying these values, i.e. the pixel values or the transform domain coefficients. Simple watermarks could be embedded in the spatial domain of images by modifying the pixel values or the least significant bit (LSB) values; however, more robust watermarks could be embedded in the transform domain of images by modifying the transform domain coefficients.
Since robust watermarking has many applications we would limit this survey towards robust watermarking algorithms.
In this paper we would discuss robust watermarking algorithm within the DCT, DWT and DF domain. We begin our discussion with DCT based robust watermarking algorithms.
VI. DCT These are some of the selection criterion adopted by the algorithms listed in Fig.4 
VIII. DWT DOMAIN WATERMARKING
In the last few years wavelet transform has been widely studied in signal processing in general and image compression in particular. In some applications wavelet based watermarking schemes outperforms DCT based approaches.
One such scheme is proposed here [4] . Hence it makes it an important topic for research. present a multi-resolution watermarking technique for watermarking video and images. The watermark is embedded in all the high pass bands in a nested manner at multiple resolutions. This technique doesn't consider the HVS aspect; however, Kaewkamnerd and Rao [8, 9] improve this technique by adding the HVS factor in account.
Voyatzis and Pitas (1999), who presented the "toral automorphism" concept, provide a technique to embed binary logo as a watermark, which can be detected using visual models as well as by statistical means. So in case the image is degraded too much and the logo is not visible, it can be detected statistically using correlation. Watermark embedding is based on a chaotic (mixing) system. Original image is not required for watermark detection. However, the watermark is embedded in spatial domain by modifying the pixel or luminance values. A similar approach is presented for the wavelet domain [11] , where the authors propose a watermarking algorithm based on chaotic encryption. [Hsu and Wu 1998 ]. Here both the watermark logo as well as the host image is decomposed into sub bands and later embedded. Watermark is subjectively detected by visual inspection; however, an objective detection is employed by using normalized correlation.
Lu et al. (2001) present another robust watermarking technique based on image fusion. They embed a grayscale and binary watermark which is modulated using the "toral automorphism" described in [10] . Watermark is embedded additively. The novelty of this technique lies in the use of secret image instead of host image for watermark extraction and use of image dependent and image independent permutations to de-correlate the watermark logos [31] . Raval and Rege (2003) present a multiple watermarking technique. The authors argue that if the watermark is embedded in the low frequency components it is robust against low pass filtering, lossy compression and geometric distortions. On the other hand, if the watermark is embedded in high frequency components, it is robust against contrast and brightness adjustment, gamma correction, histogram equalization and cropping and vice-versa. Thus to achieve overall robustness against a large number of attacks the authors propose to embed multiple watermarks in low frequency and high frequency bands of DWT [16] . Kundur and Hatzinakos (1997) present image fusion watermarking technique. They use salient features of the image to embed the watermark. They use a saliency measure to identify the watermark strength and later embed the watermark additively. Normalized correlation is used to evaluate the robustness of the extracted watermark. Later the authors propose another technique termed as FuseMark [18] , which includes minimum variance fusion for watermark extraction. Here they propose to use a watermark image whose size is a factor of the host by 2xy.
Tao and Eskicioglu (2004) present an optimal wavelet based watermarking technique. They embed binary logo watermark in all the four bands. But they embed the watermarks with variable scaling factor in different bands. The scaling factor is high for the LL sub band but for the other three bands its lower. The quality of the extracted watermark is determined by Similarity Ratio measurement for objective calculation [19] . (2003) scheme is visible in some parts of the image especially in the low frequency areas, which reduces the commercial value of the image. Hence they generalize their technique by using all the four sub bands and embedding the watermark in SVD domain. The core technique is to decompose an image into four sub bands and then applying SVD to each band. The watermark is actually embedded by modifying the singular values from SVD [20] . Fig. 6 gives complete technical details of the parameters used in these algorithms. [21, 22] . Hence, low frequency coefficients should be avoided 2) High frequency coefficients are not suitable because they are removed during JPEG compression [21, 22] .
3) The best location to embed the watermark is the mid frequency [21, 22] .
C. AdvantagesofDFToverDWTandDCT 1) DFT is rotation, scaling and translation (RST) invariant. Hence it can be used to recover from geometric distortions, whereas the spatial domain, DCT and the DWT are not RST invariant and hence it is difficult to overcome from geometric distortions.
Literature shows two different kinds of DFT based watermark embedding techniques. One in which watermark is directly embedded or template based embedding. We discuss each of these techniques in detail in this section.
D. Direct Embedding
There are few algorithms that modify these DFI' magnitude and phase coefficients to embed waternarks. Ruanaidh et al. (1996) proposed a DFT watermarking technique in which watermnark is embedded by modifying the phase information within the DFT. It has been shown that phase based watermarking is robust against image contrast operation [23] . Later Ruanaidh and Pun (1998) showed how Fourier Mellin transform can be used for digital watermarking. Fourier Mellin transform is similar to applying Fourier Transform to log-polar coordinate system for an image. This scheme is robust against RST attacks [24] . [22] . Since the watermark is circular in shape with its centre at image centre it is robust against geometric rotation attacks. The watermark is centered around the mid frequency region of the DFT magnitude. Neighborhood pixel variance masking is employed to reduce any visible artifacts. The technique is computationally not expensive to recover from rotation. Robustness against cropping, scaling, JPEG compression, filtering, noise addition and histogram equalization is demonstrated.
A semi-blind watermarking technique has been proposed by Ganic and Eskicioglu (2004) . They embed circular watermarks with one in the lower frequency while the other is in the higher frequency. Their work is inspired by [16] . They follow the same argument as that endorsed by embedding watermarks in the low frequency component, which is robust against one set of attacks, while embedding in the high frequency components is robust to another set of attacks. Pereira and Pun (2000) propose robust watermarking algorithm resistant to affine transformations. They introduce the concept of Template. A template is a structure which is embedded in the DFT domain to estimate the transformation factor. Once the image undergoes a transformation this template is searched to resynchronize the image, and then use the detector to extract the embedded spread spectrum watermark [21] .
E. Template based Embedding
X. FFT AND DHT DOMAIN WATERMARKING Pereira et al. (1999) present a watermarking algorithm based on FF1 that is robust against compression and RST attacks. It is a template based embedding algorithm similar to the one discussed in the previous section. Apart from the template, an informative watermark is embedded to prove ownership. In case the image undergoes a geometric distortion the template is reversed back to its original location and then the watermark is extracted. They employ the concept of log-polar maps and log-log maps to recover the hidden template. This technique is shown to be robust against cropping, print and scan attack; however, it is very difficult to implement [28] .
DHT based watermarking techniques rely on the Discrete Hadamard Transform. Falkowski and Lim (2000) propose a watermarking technique based on multi-resolution transform and complex Hadamard transform [30] . Initially the multi-resolution Hadamard transform is applied to the image to decompose it into various frequency bands like low-low, low-high and high-high. The lowest frequency band is then divided into 8x8 blocks and 2D complex Hadamard transform is applied. Watermark is embedded in this domain by altering the phase component of the most significant image component. The watermark is embedded in the phase component because phase modulation is more robust to noise than amplitude modulation. The proposed scheme is shown to be robust against several attacks like JPEG compression (10% quality factor), image scaling at 56.25%, dithering, cropping and successive watermarking. It's a non-blind watermarking algorithm.
Another watermarking technique proposed by Gilani and Skodras (2001) , embeds the watermark by modifying the high frequency Hadamard coefficients. An image undergoes double frequency transform initially by Haar Wavelet Transform and later by Hadamard Transform. This gives rise to the multi-resolution Hadanard Frequency domain. The Hadamard transform concentrates most of the energy in the upper left coruer, and hence it is selected to embed watermark information. The authors argue that high frequency bands of Hadamard transform are robust against noise and hence can resist JPEG compression attacks at a low quality factor [29] .
XI. CONCLUSION
In this paper we surveyed the current literature on digital image watermarking. We classified watermarking algorithms based on the transformn domain in which the watermark is embedded. Due to the space limitation we couldn't cover enough technical details but we have tried to be as clearer as possible.
